Information about Images and Flashing

For those accessing the router after flashing using Wifi the default password 1s
rooter2017.

In the Zip archive for your router there may be several images you can use to flash your
router. These include factory, upgrade, full factory, flash and full upgrade. Here is a list
of what these images are for.

* Images come in two flavors, those without Load Balancing and those with. If the
image name has full in it then it has Load Balancing installed. If you are not using
two or more Internet sources (wired, hotspot or both modems) then you don't need
Load Balancing and may chose the image with out full in it's name. You can use
the image with Load Balancing in it even if you are only using a single modem
without any issues. Some people want it, some don't so a choice is given.

* Images with factory in their name are used to flash the router from the factory
firmware to the ROOter firmware. These images will work with the factory GUI
upgrade page. Not all routers will have a factory image as many don't allow
flashing to ROOter this way.

*  When a router already runs ROOter then you use the image with upgrade in it's
name to flash to the new version of ROO¢ter. In some cases when upgrading from
an older ROOter to a newer one you will be told the router does not support that
image file. If you are upgrading from an image made with OpenWrt 18.06 to an
image made with OpenWrt 19.07 or 21.02 you may have to use other methods
explained later. In most cases you can flash to a newer revision without any
problems.

* On routers that have 16meg of flash but only 64meg of RAM there is a special
image with flash in it's name. Once one of these routers has been flashed to
ROOter there is not enough free RAM to flash to a newer version. Instead you
must first flash to the smaller flash image and then use that image's GUI to flash
to the new ROOter firmware using the upgrade image.

» Ifyour router is already running a newer ROOter firmware you may still see a
message saying the image information does not match the current router's
firmware. Select the Force Upgrade option and allow the new image to be used.
Do this only if you are sure the new image is for your router.

* In most cases deselect the Keep Setting box when it appears as not doing so may
cause some problems with the way the router operates. If you are not making a
large change in OpenWrt revisions keeping the settings is not a problem.

* In some browsers. after you flash to a new ROOter firmware and you go to access
the GUI. You may see a warning page appear. OpenWrt uses a self signed
signature certificate and these browsers do not think that is safe and attempt to
block you from going to the web page. This is not the case for ROOter routers so



you can go ahead and access the GUI any way.



Here are Chrome and Firefox giving the unsafe warning and the places you need to click
to get ROOter access. You normally only need to do this once for a given firmware.

This 1s what Chrome shows.



Your connection is not private

Attackers might be trying to steal your information from 192.168.1.1 (for example,
passwords, messages, or credit cards). Learn more

MNET::ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’'s highest level of security, turn on enhanced protection

| Hide advanced | CIick here

This server could not prove that it is 192.168.1.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Clck bare




This is what Firefox shows.

I Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.1.1. If you visit this site, attackers could try
to steal information like your passwords, emails, or credit card details.

Learn more... CIiCk here

Go Back (Recommended) Advanced... ]

192.168.1.1 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate CIiCk hel'e

Go Back (Recommended) [ Accept the Risk and Continue ]

Flashing Methods

There are a number of different ways of flashing a router to a ROOter firmware. Some
are simple, some are more complicated, while some can use several different methods.

ROOter GUI

Once a router has been flashed to ROOter you can always use the GUI page at System-
>Backup/Flash Firmware to upgrade your router. You may, in some instances, have to
force the flash but everything can be done from the GUI.

Forcing is only needed if the new image has a different type than the one currently on
the router. This happens with ZBT WG1608 routers that were flashed using the WG3526
firmware. When you go to flash these to a newer image made especially for the
WG1608 you will see a message that the router has an image for a WG3526 on it but the
image you want to flash is for a WG1608. The same thing can happen with the DualQ
H721.



Here is what you see.

Flash image?

The flash image was uploaded. Below is the checksum and file size listed, compare
them with the original file to ensure data integrity.
Click "Continue’ below to start the flash procedure.

m Size: 12.75 MB

= MD5: 118babc3c74ff9e880b03a83dfaafcB8

» SHAZ56:
cd4a276d3c30075b20a42995ceee3c7519092a3c86b01eb83def425810433dbd

EP SETTINGS AND RETAIN THE CURRENT CONFIGURATION

Uncheck

Fri Jul 30 20:40:38 UTC 2021 upgrade: Device zbtlink,zbt-wg3526-16m not
supported by this image Fri Jul 30 20:40:38 UTC 2021 upgrade: Supported
devices: zbtlink,zbt-wg1608-16m zbt-wg1608 zbt-wg1608-16M Image

check failed.

The uploaded image file does not contain a supported format. Make sure
that you choose the generic image format for your platform.

CANCEL CONTINUE

Factory GUI

On some routers there is factory ROOter firmware that can be used to flash the router
from the factory GUI's Update page. This simply a matter of pointing their GUI to the
new ROOter firmware and doing an upgrade.

Recovery GUI

Many routers have what is known as a Recovery GUI or a Bootloader GUI. These are
designed to allow flashing the router with an image that the factory firmware does not



accept or when the router is not working at all.
These GUI all work in a similar manner.

Unplug the router's power supply.

Hold in the reset button.

Plug in the power supply while still holding in the reset button.

Wait until the Leds on the router settle into a fixed patteren. This may be certail

Leds are lit or certain ones are flashing. This may take 10 seconds or more.

5. Release the reset button. Some routers require you to release the reset button after

the Leds flash a ceertain number of times.

6. Use your browser to go to http://192.168.1.1/index.html

. There you will be greeted with a web page that allows you to upload and flash a
new firmware to the router. Many of these pages are in Chinese but are usually
simple enough to follow.

8. No checks are made of the image you are flashing so care must be taken to use the

correct firmware.
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At its simpliest the recovery GUI would be like this. Select the firmware file and update.

OEM Firmware Recovery

You are going to upload new firmware to the device.
Choose a proper file from your local hard drive and click "Update firmware" button.
Flease, do not power off the device during update, if everything goes well, the device will restart.

| Choose File | No file chosen | Update firmware |

In other cases it is in Chinese but still simple. Upload the firmware and then confirm you
want to flash.


http://192.168.1.1/index.html

EFRERET

&=ip

Click here

@ 19216811

SEHTRE? Click here




Then there is the more complex one, also in Chinese, that requires navigating several
menus.

Breed Web &Ei=HS

CPU Qualcomm Atheros QCA953X rev 2

1313 128MB DDR2

Flash Winbond W25Q128 @ 25MHz (16MB)
P m Atheros AR8228/AR8229 rev 1

Clicichere g CPU: 550MHz, DDR: 400MHz, AHB: 200MHz, Ref: 25MHz

e FiEAH 2019-12-29 [git-2153931]
A 1.1 (r1274)
WwEHRE
LSDK/QSDK 2=

Breed Web kEi=#&S
womee HEBEH

EsE O Bootloader Browse... | No file selected.
EE==ty
_ | Browse... | Mo file selected.
FERE R =
EH s BER
LSDK/QSDK 1= Click here
TP-LINK 128









Breed Web {kSiZ=FIS

SEHTRIA
MFE e, B TRAZIEIES

x B
pry = openwrt-InterWave-WE826-Q-G02021-07-28.bin
i 9.63MB (10092548B)

MD5 faki aa5e7a23a13299b7709e0988f1ce8c7d

TFTP Recovery

Some routers don't have a Recovery GUI but instead use a method called TFTP to load
and flash an image on the router. These require a TFTP program on your computer like
TFTP32 and some knowledge of what the router expects.

The router has a static [P Address like 192.168.2.119 and it expects the computer to also
have a static IP like 192.168.2.88. These IP Addresses vary according to the router
involved.

In most cases the Firwall on the computer must be disabled while the upload and flash
procedure takes place.

The router also expects the firmware file to have a specific name so it can ask the TFTP
program for that file by name.

To flash this way do the following.

1. place the properly named firmware file in the same directory as the TFTP program
and start it running.

2. Unplug the router and hold in the reset button.

Plug in the power while still holding in the reset button.

4. Wait until you see the TFTP program start to upload the firmware file and then
release the reset button.

W

The firmware file will be uploaded to the router and it will be flashed to it then rebooted.



Command Line

This method is only for those that are comfortable working with the Linux command
line and understand the risks involved.

These methods can be used when you can get Telnet or SSH access to a router that does
not have a factory ROOter image and also does not have a Recovery GUI or TFTP
Recovery.

There are two command line methods that can be used to flash a router. Which one is

used depends on what packages are available on the factory firmware and how the
firmware is laid out.

Sysupgrade

If the factory firmware is based on a version of OpenWrt or is Linux based it will have a
package called sysupgrade available. This is what is used by the OpenWrt GUI to do
the flashing.

To use this you must either copy the firmware file over to the /tmp folder or, if the
factory firmware supports it, flash from a USB memory stick.

Files can be copied to the router using WinScp if you have SSH access. If you only have
Telnet access then copy the file to a USB memory stick, plug it into the router and

execute the following at the command line.

mkdir /mnt
mount /dev/sdal /mnt

This will mount the USB memory stick and make it available for use.

At this point the firmware file will be at either /tmp/firmware.file or
/mnt/firmware.file depending on the method used.

You can test if the flash will work by executing
sysupgrade —test /tmp/firmware.file
and it will tell you the results of a possible flash.

To do the actual flash you would execute



sysupgrade /tmp/firmware.file

The router will reboot after this and run the new firmware. If you find that the
sysupgrade test fails but you know the firmware will work then execute

sysupgrade —force /tmp/firmware.file

This will force the firmware to be flashed even if it fails the test. This is very
dangerous and can brick your router.

MTD

The other method of flashing involves a package called mtd which will copy files into
partitions on the router. This is not always available and can be used only in certain
circumstances.

First, execute the following command.
cat /proc/mtd
The output from this will look similar to this.

dev: size erasesize name

mtd0: 00030000 00010000 "u-boot"
mtdl: 00010000 00010000 ""u-boot-env"’
mtd2: 00010000 00010000 "factory”
mtd3: 00fb0000 00010000 "firmware"
mtd4: 00255bad 00010000 "kernel"”
mtd5: 00d5a453 00010000 "rootfs"
mtd6: 00300000 00010000 "rootfs data'

If you do not see a partition named firmware then do not proceed any farther. What we
are looking for is the mtd block associated with the firmware partition. In this case it is

mtd3 but will vary from router to router.

As with the sysupgrade method, the firmware file must either be copied to the /tmp
folder or use a USB memory stick and mount that.

To flash the firmware partition with our firmware file execute

mtd -r write /tmp/firmware.file firmware



The partition will be flashed to the firmware file and the router will reboot. Again this is
very dangerous and can brick your router.

Command line flashing is normally a last resort and should not be attempted by
unskilled users.

Other methods

The are other methods that certain routers use to flash a new firmware and are unique to
that particular router. These methods will not be covered here but links will be given to
sites that have the instructions.



